DRAFT  <“READ ME 1A” > FILE:  v. March 6, 2012.
ORI’s Advanced Forensic Image Tools 

Actions (and Droplets) for Adobe Photoshop® v CS4-CS5
An "Actions set" in Photoshop can be used to automate image analysis routines for images that have been opened in Photoshop or to create new Droplets for batch processing of unopened images.  An Action set can be easily customized by toggling features on or off, whereas a Droplet it is a fixed routine.  An Action is a considerable smaller file (2-30 kB) than its Droplet counterpart, and unlike the latter it is a nonexecutable file that can be easily sent as an email attachment.  (Many email systems that detect content showing executable files will attempt to block receipt.)  For further comments, refer to the <READ ME 1 File that is available for the Actions for CS2-CS3.)

DRAFT PROTOTYPES FOR ADVANCED FORENISC ACTIONS
This set of ORI’s Forensic Tools has been designed for use with Photoshop© v. CS4-CS5.  Like the earlier versions, these Actions are designed primarily for visualizations of intrinsic irregularities within images, and they also to facilitate comparing two images by direct overlay.   The Actions are specifically targeted to the detailed forensic examinations of single images, but they can also be used in an automated scheme to survey groups of images by converting the Actions to Droplets for batch processing.
 SEQ CHAPTER \h \r 1This Advanced Forensic Actions have extended features that will be more useful to institutional committees who are assessing image evidence in their inquiries and investigations.  In particular, most (but not all) of these Forensic Actions utilize “Adjustment Layers©” that allow reexamination of the result of a forensic test retrospectively.   The original image is retained in the image file.  The former is fully recoverable since enhancements are made in the separate overlying layers that superimpose routines, and those routines can be later modified or rearranged to examine for other possibilities after the resultant analysis has been saved.  The added layers increase the size of the image analysis file, but each additional layer preserves a detailed record of the analytic step that is resident within the completed forensic test.  Thus, Adjustment Layers permit a more detailed sharing of the basis for the analysis.  
The added flexibility requires more stops for queries in the advanced Action sequence, and so each Action is less streamlined than the comparable Action sequence without Adjustment layers.   SEQ CHAPTER \h \r 1Once the user gains familiarity with the sequence, however, elements of the dialogue and decisions steps can be toggled “off” to streamline the sequence for the initial result; at this point the settings for individual steps can be adjusted retrospectively as the examination dictates.  By merging two phases . . . the examination step with the result . . . the need to run multiple sequences to test options is eliminated.  In this regard Adjustment Layers can make the analysis much more efficient.

The Advanced Forensic Action set also includes an additional routine for the convenient “Setting Up” of a forensic “Work Space,” the logging a record of the analysis as a automatically saved history text, and a “stop” for customizing Keyboard shortcuts.  The advanced set also comes with additional look-up tables for multiple forms of visualizations and contour overlays for comparing difficult images.  Because these features add more decision points, the attached “Read Me” comments are particularly important to understanding the consequence of using adjustment layers.

Explanation:
The “CS4 Upgraded Action” Set includes the following Actions:

   Setting Up: This Action takes you through the steps to “Set Up” a convenient “Forensic Workspace,” i.e., a layout for the Photoshop desktop that includes those palettes that are generally the most useful in the examination of scientific images. Second, this action permits setting i) the History Log (that creates a Photoshop edit log as a selected site in your computer) and ii) a Metadata Log (information that ‘hitchhikes” along with the image file, unless specifically excluded [see endnote for comments about the consequences of using Metadata]).   A final dialogue stop permits the customizing of key strokes that call those features in Photoshop that are used most frequently in looking at images of scientific data.  
   Overlay Features within an Image:  This Action overlays and color codes one region to another selected within the same image.  It requires you to STOP the Action, select the region of interest in the image, and then proceed by restarting the Action with the green “run” arrow.  The Action ends with the option to scale the overlay with the Free Transform tool and to save the results.
   Overlay Features in one of two Images:  This Action overlays and color codes one region to another selected within the same image.  It requires you to STOP the action, select and define a Region of Interest with the Marquee tool (and if you intend to change images, COPY and then OPEN base image), and then proceed by RESTARTING the Action with the green “run” arrow.  The Action ends with the option to scale the overlay to match the features in the base image using the Free Transform tool.

Advanced Actions with Adjustment Layers:

   Advanced Gradient Map – Adjustment Layers:  This Action starts by taking a snapshot of the original, and next utilizes adjustment layers to adjust contrast and the selection of a LUT for the gradient map.  Last, it takes a snapshot and makes a declinable offer to save the last snap shot in the history window as an image of the results.  The results of the gradient map analysis can be re-examined by opening the layers window and double clicking on the adjustment layers for the curves, and also separately by reselecting a new LUT.  
   Advanced Features in Dark or Light Areas – Adjustment Layers:  This routine greatly over-enhances an image’s contrast to quickly survey for signs of splicing.  The Action equalizes the whole image’s histogram, but based only on the range of intensities included the window defined by the user.   The biggest effect occurs when the window is restricted select an area the narrowest range of intensities.  Note that the Action sequence must be restarted with the green “go” arrow after selecting the range window.    The routine next falsely colorizes the result with an Adjustment layer, and it offers to save a snap shot. 
   Advanced Overlay – Adjustment Layers:  This sequence presents a dialogue that ask you to STOP the sequence, select and COPY region of interest in one image, place the mouse over another area in the same or in a second image- and then RESTART the sequence using the green “go” arrow.  The Action will create an overlay with adjustment layers for adjusting contrast and the color in each respective image.  The effect on the overlay can then be re-examined retrospectively by adjusting the contrast or LUT associated with each image.  Note that the separate images can be retrospectively converted to a contour plot using multiple cycle monochromatic (red or cyan) LUTs that can be adjusted within the LUT palette.  In this way, the maps of their intensities’ distributions can be compared, as a way to compensate for unknown contrast changes in the source images.
Look Up Tables for Gradient Map Visualizations, and for Contour Mapping in Difficult Images
   Full Cycle LUT Set, simply combines the LUTs from all of the following:


High Cycle Gradients;  Mid-Cycle Gradients; and Low Cycle Gradients:
The Look Up Tables (LUTs) that are useful for the Gradient Map Actions have been broken down into three sets, Low, Mid-, and High cycle LUTs, which make it easier to find a desired LUT and to organize them in the LUT palette.  The three sets can also be appended to each other (preferably in that order) to make the Full Cycle LUT set.   
In general, features that have either low contrast or shallow spatial gradients in intensity will be easier to map by using LUTs that have more cycles in contrast or color.  Features that have high contrast and/or small details (steep spatial gradients in intensity) will be easier to visualize using LUTs that have fewer cycles.
Some prototype multicycle, monochromatic LUTs have been added that will map the pattern of the intensity distribution into contour.  The respective contour maps in different colors can then be overlain to compare the “low spatial frequency” content of more difficult images.  This approach can be used retrospectively with the Advanced Overlay – Adjustment Layers to compare unusual overall features in two noisy images.
Third, some of the upgraded Actions in utilize Adjustment Layers in CS4 and CS5, which means that the test can be done retroactively using new parameters.  This is sometimes useful in conducting the overlay comparisons, because the unaltered image is still present, because the appearance of the results can be retroactively adjusted, and because the settings are recoverable in the saved file.  When used for a contour overlay, for example, the parameters for making the contours can be adjusted retrospectively to shift the contours to map out neighboring intensity pathways, in order examine their effect on the robustness of the test of comparison in images whose contrast may have been altered.
    
Fourth, the Actions for the overlay comparison of two images will also work when asking whether one part of an image has been copied to another part of the same image.  So far the implementation is a bit “awkward” as it involves stopping and restarting the Action, which is opposite to the natural inclination for using the option buttons.

CAVEATS: Because Adjustment Layers in the Forensic Actions offer the examiner more choices their use potentially removes the simplicity and directness that is a good practice in forensics.  Ceding more decision points to the examiner may increase the possibility that issues about use of the actions might arise if they are not fully understood.   Fortunately, whatever concern introduced by this issue is easily countered by the fact that the alterations in image by the adjustment layers are fully documentable within the saved image file itself; the unaltered image is still present in the saved work product; and the accompanying adjustment layers documents each step.  More fundamentally, the uniqueness of the detail, the location, and the shapes of revealed features are not attributable to the steps used in image enhancement, so that these features should be able to stand on their own merits. 
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Setting Up:
The Forensic Workspace




The History Log and Metadata



“Stop” for Customizing Keyboard Shortcuts

Object Overlay within Image


Overlay Features in One or Two Images

The following Forensic Actions Utilize Adjustment Layers:


Advanced Gradient Map - Adjustment Layers




Advanced Features in Dark or Light Areas - Adjustment Layers


Advanced Overlay - Adjustment Layers


To Add: 
Advanced Detect Fine Edges, Transitions (Glowing Edges)



Advanced - Laplace Over Gaussians (LOG)
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The following material duplicate some, but not all, of the content in the README 1 for the basic set of Forensic Actions:

FORENSIC ACTIONS - USE
The separate Action files must be imported into the Photoshop application by using the 
“load actions” command used within the application.  Once “loaded,” they can be easily tailored with toggled settings for their individual steps. For example, image processing can be stopped at any point in the sequence in one Action set, and then restarted at another point in a separate action set. 

USE: Download and (when queried) Save (copy) the Action Set to any location in the Photoshop Folder. Then, from within in Photoshop, load the Actions through the Actions Palette for use.  (The load Actions command is located in a drop down menu that is accessed via the small downward arrow to the right of the Action Palette.)

At that point the Action can be modified as wished. For any image you can select the steps of the Action set you want to use, stopping/starting at any stage in the sequence, moving between actions, etc, activate or de-activate the dialogue to add flexibility or, conversely speed the throughput. For example, one can run an Action and then manually use the slider in the History Palette to return a processed image to an intermediate step in the sequence, then activate a sequence from the middle of a different Action set in the Action Palette.  Actions that have been converted to Droplets can also be used to batch process images in prepublication screening. (see below)
For more specific explanation and advice about the use of the Forensic Actions refer to comments in the accompanying COMMENTS section in this READ ME file.
FORENSIC DROPLETS

Web pages again appear to support the old “drag and drop” function.  That capability, utilizing one virtue of Droplets, enables images to be examined directly from the online the publication.  (Make sure to choose the option for displaying the figure at highest resolution in the html publication.)   The process involves first dragging the image from the online (html) publication or the pdf image onto the desktop (where it will then be automatically saved in the same step); Next, drag the desk top icon of the image over the icon for the Droplet, and the Photoshop sequence should begin.  Any interesting result in dragging and dropping from html should be rechecked by systematically extracting the best source image.  Another use of a Droplet is to automate the examination of multiple images, by batch processing images that have been placed together in a folder.  
Droplets are version specific, but Actions are not (excluding those that call functions only introduced in a newer version of Photoshop).  Actions tend to be upwardly compatible since they can be imported into subsequent versions of Photoshop.  Thus a Droplet can be created in the latest version of Photoshop, by using the Automate menu to run the imported Action.  Obviously, Actions that use features introduced in a later version of Photoshop are not downward compatible. 

COMMENTS:  
Some of the LUTs  <useful gradient maps> were designed to enhance the dynamic range (i.e., to visualize fine details across a wide range of image intensities). A LUT that permits visualization at an extended dynamic range is particularly useful to examine details in background and in the inner features of dark objects such as bands.  Preprocessing the image with the Shadows/Highlights routine (Image>Adjustments> Shadows/Highlights) in Photoshop can further extend the dynamic range of an image, and thus the features that the Gradient Map routine will reveal.  Characteristic identifying features can be revealed within the dark content of the objects (bands) and the light areas of background at the same time.

How/why does it “work”? The Gradient Map works by two ways.  Foremost, it works by assisting visualization, by amplifying features to which human vision is insensitive.  The repeated cycling of the Look Up Table (LUT) (i.e., the “solarization” effect from darkroom days) accentuates small differences in gray scale contrast, twice for each cycle.  Additionally, the false-coloring overcomes remaining small differences in contrast that are otherwise not visible.  Second, the Gradient Map probably works through a psychological effect; perhaps by making the common features of image look "strange" it enhances the perception of the other features, by giving them equal weight, so-to-speak.

Importantly, the transformation by the Gradient Map does not add any content that is not already present in the image, it simply presents the same information in new format.    
INTERPRETATION:

The visualizations will reveal more about the normal image than one is usually aware.  Image detail will be visualized that may look strange -such as signs of image compression introduced in some JPEG images- but which is a normal component of authentic images.  Practically speaking, lossy compression is not usually a significant problem, except when an image has been derived from some online publications when the image has been severely compressed.
  A simple key for distinguishing between such compression artifact and a feature in question is to ask whether the pattern of what is revealed indicates intent, purpose, or motive.  JPEG artifacts are not selective to the experimental feature/result of interest.
Remember that whatever inconsistency is revealed by the application of these tools is only an indication of manipulation or tampering with the image.  It is simply an allegation, not a finding of falsification and certainly not a finding of research misconduct.  (The latter determination requires additional fact-finding through an investigation by an institution.)  However, a unaddressed allegation will only fester as unanswered questions about images don’t go away.  

By itself an allegation should not be conflated with a finding of falsification of data.  Only inspection of the original data can resolve whether proven manipulations rise to a falsification of the results.  And what is “false” is not always the same as “falsified.” An important question in distinguishing “beautification” from “falsification” is “what did the original results show, as confirmed by the data?”  If data is missing to support an altered image, lack of data can be construed of evidence that an investigation is warranted.  Finally, be aware of the possibility of false negatives.   Failure to identify a manipulation does not indicate an image is authenticity; it just indicates that evidence for manipulation is lacking using a specific tool.  

Uniformly, most all of the image-allegations that ORI refers to an institution for resolution are based on the examination on-line journal images (or information in grant applications).  Far more forensic detail is revealed in the better images are made available in an institutional inquiry or investigation.  When asking whether two images may represent the same data, the question is not whether they are identical pixel-for-pixel, since two image files derived from the same source may “travel different routes” to get to your attention.  Rather, based on one’s knowledge and experience, the question is whether there are characteristic features unexpectedly in common to both images that indicate that they are just “too similar to be different” . . .  namely to have been derived from a different observation as claimed.  
The above constitutes the simple basis for an allegation, which, hopefully, can be easily and innocuously addressed by inspection of the original data.  However, the inability to provide contemporaneous data to account for the results in the question image only strengthens the possibility that a manipulated image may also be a falsification of data. 
   The latter circumstance readily justifies an investigation.
The accompanying Read-Me file “Evolving Means to Inspect Questioned images” provides some practical advice for extracting and inspecting images.

DISCLAIMER:  These draft comments and Forensic Tools are offered as exemplars only, and users can build upon the prototypes here.  Obviously, users of these Actions assume responsibility for their proper use and interpretation.

Contact for questions/suggestions:

John Krueger, Ph.D.
DIO/ORI/DHHS

240-453-8432
John.krueger@hhs.gov
�  Contours are useful in comparing two images when the contrast or intensity of one has been selectively remapped relative to the other.  A “contour “simply maps the pathway of one or more selected intensities in the same way that an isocline shows surface of a common altitude in a topographical map, with altitude being analogous to intensity.  Contours from the same image will overlap; respective contours from the in different images of the same object  in which the contrast has been adjusted need not overlap, but they will have the same shape and should not cross the neighboring contour from the next intensity.  Matching of contours is most definitive when the spatial gradients of image intensity are either very sharp, or very shallow. 


� Other Actions are planned, such as the use of filters employing specific imported masks  such as the LoG (Laplace over Gaussian) kernel to amplify inconsistent edges, or the comparable use of “glowing edge” routine to enhance possibility of detecting content aware scale.  


�  After all, psychological distraction seems to be the only explanation for why so many visible signs of image tampering get published and/or are missed by coworkers  . . . . but not by the skeptic.  For the same reason, a good practice for reviewers is to look at the figures before reading the paper and before criticality is distracted by its claims.





� A good rule in image forensics is to avoid working with lossy compressed <jpeg> images by first saving them as <tiff> files.  Even though jpeg compression artifacts can be generally distinguished from the forensically useful feature, saving the results as the jpeg file does subject the examiner to the question “how can you prove that important information wasn’t lost?”  





�  Under the ‘new’ PHS regulations, the absence of contemporaneous data (that accounts for the image) may, under some circumstances, be construed as evidence of falsification (42 CFR 93.106b).   Explanations for questioned results that allude to replication of questioned results may mean only that a falsification was a lucky guess.  Explanation that account for the questioned results by appealing to support by independent methods may only indicate motive.
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